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Arianna Guzman Garcia is an undergraduate student researcher at the Texas A&M Global Cyber Research
Institute (GCRI). Arianna has been involved with Science Olympiad for six years as a competitor, team
captain, event supervisor and test writer. “My proposed research carries forward everything Science
Olympiad taught me. I'm designing a solution that, like a good build event, is judged not just by complexity,
but by performance, resilience, and creativity under constraint.”

Her drive and desire draw upon a deep well of experience. More than 18,000 municipal water systems in the
U.S. are exposed online, many without basic security protections in place to deliver clean water. Bad actors can
hack systems, leaving small cities adrift. “As a first-generation Latina engineering student from South Texas, I'm
developing a safer way to uncover hidden vulnerabilities in control systems that keep water flowing.”

Fuzzing, an automated bug-finding technique that sends malformed or randomized inputs to uncover
vulnerabilities, is a powerful tool in software security. Traditional fuzzing can be dangerous in the context of
water infrastructure, so Arianna came up with a way to perform tests while avoiding crashing a live system or
disrupting essential services: a custom fuzzing tool that operates within a simulated environment.

By creating a digital twin, she can inject and evaluate test cases in real time, uncovering logic flaws, buffer
overflows and command risks. Best of all, Arianna’s free, open-source fuzzing toolkit will come with
deployment guidance designed for small water utilities that typically lack in-house security capacity. She
hopes that her research will inform future policy and engineering recommendations, lending itself to other
sectors such as power, gas or emergency services.

Dr. Elissa Morris of the Texas A&M College of Engineering emphasizes that “Arianna’s project is both
technologically innovative and personally inspired. As a student from an underserved region, she
understands what's at stake. Her goal to safeguard real-world infrastructure through responsible
cybersecurity research demonstrates both vision and accountability.”

The $25,000 SOAR Grant will support developing a functional Industrial Control System (ICS) simulation
environment with prototyping materials, sensor kits, programmable logic controller (PLC) emulators, licenses
and software necessary to build a digital twin of a municipal water system. Funds will also support testing
tools, secure data storage, technical consultation and public dissemination resources available in print,
digital and video formats.

Arianna currently serves as an officer for the Texas A&M Cybersecurity Club, a board member for Texas
Science Olympiad, Build Events Manager for the Texas A&M Science Olympiad College Alumni Chapter, and
Support Engineering Team Lead for the Texas Cyber Range. “| stay involved because I've seen how Science
Olympiad transforms curiosity into confidence and equips students, especially girls and first-generation
students like me, to see themselves as problem-solvers, inventors and leaders in rooms they never thought
they'd belong in.”

The Science Olympiad USA Foundation is a nonprofit organization founded in 2020, dedicated to
carrying out the charitable, educational and scientific purposes of Science Olympiad, Inc., a nonprofit
formed in 1984. This year, two first-place $25,000 SOAR Grants and two $10,000 runner-up SOAR
Grants were awarded in each category of medical research impacting human health and computer
science and engineering research in cybersecurity, Al, quantum computing and communications.
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